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US financial regulation + Add to myFT

Robinhood to pay biggest fine among more
than $100mn imposed by SEC

Broker agrees $45mn settlement as part of data breach while Blackstone and KKR among
those penalised by US regulator

The penalties imposed by the SEC stem from a crackdown on Wall Street over use of ‘off-channel’ messaging systems © Kent
Nishimura/Bloomberg
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threat protections to encryption with ad hoc testing, and production management
some dovices oy management onvironments
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1. OWASP
@ https://owasp.org/www-project-web-security-testing-guide/latest/4-Web Application Security Testing/09-
Testing for Weak Cryptography/04-Testing for Weak Encryption
@ https://mas.owasp.org/MASTG/General/0x04g-Testing-Cryptography/#identifying-insecure-andor-deprecated-cryptographic-algorithms
2. NIST
® NIST SP 800-131A Rev. 2 : Transitioning the Use of Cryptographic Algorithms and Key Lengths,
https://csrc.nist.gov/pubs/sp/800/131/a/r2/final
@ NIST1 *SﬁFé 800-57 Part 1 Rev. 5 : Recommendation for Key Management: Part 1 — General, https://csrc.nist.gov/pubs/sp/800/57/ptl/r5/final
3. NIST 20301F A:

@ https://www.nist.gov/news-events/news/2022/12/nist-retires-sha-1-cryptographic-algorithm
4. RITAETEHXML

@ https://fca.hinet.net/download/FUCA XML %?20v1.2.pdf
5. BFIRITEBLIEFREEE:

@ https://www.ba.org.tw/FileDownload/Download?Fileld=5ede5db7-e60b-4748-b6cc-
bd5bd9d4dbcb&FileName=%E9%99%84%E4%BB%B61 %E9%87%91%E8%9E%8DY%E6%A9%9IF%E6Y%A7%8B%E8Y%BEY%AGY%E7%9
0%86%E9%9B%BB%E5%AD%90%E9%8A%80%E8%A1%8CY%E6%A5%ADYES%8B%99%ES5%AEY%89%ES5%85%A8%E6%SEYA7%E
T%AE%AL1Y%E4%BD%9CUEG6%A5%AD%ES%9FY%BAY%EG6%BA%96.pdf

6. BIXEBRLZETMRELRREZAIER:

® https://download.nics.nat.gov.tw/UploadFile/attachfilehandout/%E8%AD%B0%E9%A1%8C%E4%B8%89%EF%BC%9A112%E5%B9%B4
%E7%B6%B2%E8%B7%AF%E6%94%BBY%E9%98%B2%E6%BC%94%E7%B7%B4%E6%9A%A8%E8%B3%87%ES5%AE%89%E6%AA
%A2%E6%B8%ACY%E9%87%8D%E8%A6%81%E7%99%BCUE7%8F%BEY%E4%BA%8B%E9%A0%85 v0.7 1121030.pdf

7. CA/Browser Forum

@ https://cabforum.org/2014/10/16/ballot-118-sha-1-sunset-passed/

o ®Ahttp§< :/lwww.chromium.org/Home/chromium-security/education/tls/sha-1/
8. BAANRR
@® https://moica.nat.gov.tw/news in 144c0560f9c00000a52e.html
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